POLICIES AND PRACTICES
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Learning Objectives -
Policies and Practices

Know what
policies you
need for your
federation.

Know what to
avoid when
writing policy.

Understand
using existing
templates for

materials.

Understand
eduGAIN

policy
requirements.
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Management
Federation

UK Access Management Federation for
Education and Research

Rules of Membership

1° August 2011

Version 2.1
ST/AAUKF/DOC/001

@ cafe oz

TERMO DE COMPROMISSO PARA ADESAO A FEDERAGAO CAFe

e
REDENACIONAL DE ENSINO E PESQUISA

Pelo presente, a organizagéo identificada neste Termo, ora denominada PARTICIPANTE,
adere a este documento e assume a responsabiidade pela utiizagdo dos servigos
deponiizados pols Comunidado Acscamica Fodema, doravarte _denominads
simplesmente CAFe, ciente da le Uso da Federagéo CAFe: provedores de
Soniger. o da “Poliica do Uso da Fedoracao CAF dores de identidade’
conforme adiante descrito.

PARTICIPANTE: [nome da instituic@o], com sede na [enderego], neste ato representada
por [nome completo], [fungaol, doravante denominada [sigla da instituicao]

O presente Termo considera que:

a) A Federagéo CAFe & composta por um conjunto de institiigdes que, sobre uma
infraestrutura de autenticagao e autorizagao multidominios, estabelece uma rede de
confianga que simplifica o acesso a servigos federados oferecidos;

) A RNP tem como atiuicio o gerencamerto dos processos do dispoiiiade
Contaniidade. o ot coninun. a6 Senigs AFe, além
homolagago visando a adesdo de novos Provedores de aeridade » rovedns do
Senigo na federagao CAFe, bem como o suporte a atualizacoes e melhorias
contingas:

¢)aRNPea tem ha manutengao e
da Federagio CAFe com o objetivo de simplificar o processo de Autenlicagdo e
Autorizagao entres as instituigoes partcipantes;

d) a PARTICIPANTE tem interesse em integrar a Federagso CAFe como Provedor de
UERHEEABRTGINEHTICD para benefilo da comuridada do educecdo, pasauisa ©

Para tanto, a PARTICIPANTE dé ciéncia e se compromete ao que se segue:

1-DO OBJETO

1 - O presente Termo tem por objeto estabelecer as diretrizes de participagao, a serem
realizadas com o apoio reciproco, na CAFe;

RedIRIS Identiy Service Conditions of Use for dentity Providee

RedIRIS Identity Service
Conditions of Use for Identity Providers
Version 1.0 — 20080220

appiicant for
e Gerity ansle sovies prowded by e RedIRS ey Sovice (ST 10 68 U by the deniy
provider_identified by its URL, uniquo ID, and public key included at the end of this document
(referred in the rest of this document as ‘the Applicant’) declares tha:

s and accepts the rules, procedures and technical requirements for the connaction of
thir dentty management system win tre RedRIS ideniy Sorvio, a3 specited at
take place, and
trat shal b communicated wnh contime mough e seice webal. ot dreciy o o
Offcial Liaisons (‘Personas de Enlace con RedIRIS', referred as “PERs” in the rest

ol Gocuman) o e cotoaponding aated ngtuton

2 o the service.

Declares that data included in this document are accurate, apart error or omission in good
faith.

4. Comits to permanently update the information included in this document, informing the
PERS of any change that takes place.

‘Assumes that RedIRIS, in al procedures related to service provision, wil act according to the
data provided in ths document

Knows and scospts that any falsy o eror i the daa included n this document can be
use of the discontinuation of the servi

7. Knows and accepts thal once the service s acive it can be revoked in case of violation of the
requirements.

8 case of negigence.

9. Declares that, according to their best knowledge, the connection of the identity provider
dentified below with the RedIRIS Identity Service does not harm the rights of any third party.

10. Knows and acceps that the sevice is provided by RedIRIS in non-commercial terms for its
users in the research and academic community, and that RedIRIS shall not be held iable for
any damage caused, directly or indirectly, by the usage of the service.

*1. Known and ssmmes ihat RadIS wllperom parsonal st procsssing soconng o Ley
Organica 15/1998 or

12. Knows and assumes that the rights to access and rectfication can be exercised according (o
the above mentioned reguiations. The rights to_cancellation and opposition can only be.
exercised after of the service, esis
required for the use of the RedIRIS Identiy Service.
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All the Federation Policies




What is a Federation “Policy™?

The Federation Policy document defines
the Federation by defining the Federation
Members’ obligations and rights to be able

to use available Federation Technologies

for electronic identification and for access

to attribute and authorisation information
about End Users in the Federation.




Contents of Policy

Definitions and Terminology
Introduction

Governance and Roles

» Governance
* Obligations and Rights of Federation Operator
» Obligations and Rights of Federation Members

Eligibility

Procedures

* How to Join
* How to Withdraw

Legal conditions of use

» Termination

» Liability and indemnification

» Jurisdiction and dispute resolution
* Interfederation

* Amendments



e
Common Mistakes

Signing the
wrong thing

Ignoring
interoperability Eligibility Issues
issues

Writing policy Publication
too early (interfederation)




-
Eligibility

Be clear
Be clear early on who

early on who DECIDES
Is eligible who is

eligible

Get IdP
membership
right

Include a
catch-all




Publication

“The Member grants the Federation Operator the right: to
publish and otherwise use and hold the Metadata for the
purpose of administering the operation of the Federation; to
publish the Member’s name for the purpose of promoting
the Federation.”

“In order to facilitate collaboration across national and
organisational borders SWAMID MAY participate in
interfederation agreements.”

“This Agreement governs the Edugate Federation’s national
access management federation only. For the avoidance of
doubt this Agreement does not apply to interfederation
access, confederation access or metadata exchange.”




What else do you need?

: Technology Profile TechnoIoFy Profile :
eduroam Web single sign-on
- >
4 )
Level of Assurance
Profiles
\ v
 f A
Identity Federation [F Data Protection
Policy (main) : Profile
AN J
4 N
Federation
: Operational Practices
AN /
’ Appendices

\ Identity Federation Policy documey
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REFEDS templates and support

Federation-Best-Practice Home

Created by Nicole Harris, last modified on Dec 11, 2015

REFEDS offers a wide range of advice and guidance on best practice for research and education federations. This space is divided into the following sections:

(O Value Proposition ( Business Case
REFEDS has created a document describing the value proposition for JISC created a Business Case document to help Identity Providers make the case
federations. This is a good place to start if you are considering implementing internally for the work required to implement SAML. The document was written at the
an identity federation and need more background information and support. beginning of the UK Access Management Federation but is still valid and a valuable

resource.

@ Policy Template (@ Metadata Registration
The GEANT project created a Federation Policy Template to help new and Understanding the Metadata Registration Practices of federations is key to understanding
emerging federations quickly understand the requirements for federation policy the trust framework for the federation. REFEDS and GEANT have created a template
and to support an interoperable approach to policy creation and Metadata Registration Practice Statement and federations are encouraged to use this
implementation. Federations are encouraged to use this template. template. This statement is a requirement for federations joining eduGAIN.

https://wiki.refeds.org



