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Collaborative networks
starting with basic connectivity
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Science depends on collaboration between
researchers and institutions

*Collaboration is critical because of the increasing multidisciplinary
nature of modern science

*Example: Molecular Biology research often encompases both molecular and
cell biology including structural and functional genomics, transcriptomics,
proteomics, bioinformatics, biomedicine, molecular enzymology, molecular
virology and molecular immunology, theoretical bases of biotechnology,
physics and physical chemistry of proteins and nucleic acids.



Collaboration Tools for science

* Document Management * Collaboration
e Storage and retrieval * Access Controls
* Version Control * project workspaces
* Search * Task lists
* Categorize * workflows
* Information Management * data sharing
e Calendar * project discussions
* Contacts
* Blogs
* Discussions

Wikis



Traditional approach to collaboration tools

Collabaration Identity
(username/password)

Institutional Identity
(username/password)

Cloud

Google Docs

Institutional
infrastructure
SharePoint

@
NIH

cwhalen1234@gmail.com

collaborator1234@gmail.com

christopher.whalen@nih.gov

collaborator1234@nihext.nih.gov

christopher.whalen@nih.gov

collaborator1234@university.ed.uk

christopher.whalen@nih.gov

collaborator1234@university.ed.uk



Virtual organization/federation
approach to collaboration tools

Collabaration Identity Institutional Identity
(username/password) (username/password)
Cloud christopher.whalen@nih.gov christopher.whalen@nih.gov
with VO

Co”a]rb:gftlon collaborator1234@university.ed.uk collaborator1234@university.ed.uk

_ Institutional

'rgLa:rtgl;gil:]rte christopher.whalen@nih.gov christopher.whalen@nih.gov

@
NI NGO the collaborator1234@university.ed.uk collaborator1234@university.ed.uk




Scientific Tools for researchers

* Translational Science has experienced an explosion of data
* Challenges of sharing databases

* High Performance Computing resources
* Sequencing Analysis
e Data Management tools for clinical trials and studies
e Specimen, compound, databases
e Support Validation and auditing



Virtual Organization

Executing Bioinformatics Analysis

Without Virtual Organization
(Currently)
*NIAID HPC login

—ssh squires@hpc.niaid.nih.gov

*Mali ICER login

—ssh icermali/squiresrb@slipstream.icermali.org

*Uganda ICER login

—ssh iceruganda/squiresrb@slipstream.iceruganda.org

With Virtual Organization

*Login

—ssh squires@hpc.niaid.nih.gov

*Mali ICER login

—ssh squires@hpc.niaid.nih.gov

*Uganda ICER login

—ssh squires@hpc.niaid.nih.gov



The International Center for Excellence in
Research as a virtual organization
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The world
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Interfederation: eduGAIN
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Example: Collaboration => Virtual Organization

Polymorphisms in the K13-Propeller [ University of Science, Techniques,
Gene in Artemisinin-Susceptible and Technology - Bamako
Plasmodium falciparum Parasites from Abdoulaye A. Djimde
Bougoula-Hameau and Bandiagara, Mali Ogobara K. Doumbo

Amed Ouattara, Aminatou Kone, Matthew Adams, Bakary Fofana, |V| a h am adou A Thera’

Amelia Walling Maiga, Shay Hampton, Drissa Coulibaly,

Mahamadou A. Thera, Nouhoum Diallo, Antoine Dara, Issaka Sagara,

Jose Pedro Gil, Anders Bjorkman, Shannon Takala-Harrison, Am I natou Kone
’

Bakary Fofana,

Ogobara K. Doumbo, Christopher V. Plowe and Abdoulaye A. Djimde” A
med Ouattara

[=] Author Affiliations

Department of Epidemiology of Parasitic Diseases, University of . . . . .
Science, Technigues and Technologies of Bamako, Bamako, Mali; UnIVGI‘SItV Of Marvland Vanderbllt UnlverSItV
Matthew Adams, Shay Amelia Walling Maiga,
Hampton, Shannon
§Department of Physiology and Pharmacology, Karolinska Takala-Harrison, and . . .
YH ' Universidade de Lisboa

University Hospi olinska Institutet, Stockholm, Sweden:Drug .
Resistance and Pharmacogenetics, Center for Biodiversity, Functional Ch rlstopher V. Plowe , Jose Pedro Gil

and Integrative Genomics, Faculdade de Ciéncias, Universidade de
Lisboa, Lisbon, Portugal; {The Harpur College of Arts and Sc:ences,
Binghamton University, The State University of New York, Binghamton,

New York
Author Notes Karolinska Institutet The State University of
. . Anders Bjorkman New York, Binghamton
—* Address correspondence to Abdoulaye A. Djimde, Department of .
Epidemiology of Parasitic Diseases, University of Science, Techniques and Jose Pedro Gil Jose Pedro Gil

Technologies of Bamako, BP 1805, Bamako, Mali. E-mail: adjimde@icermali.org



Virtual Organization — Single username/password

Login with:
ICER - Mali v }

' Login |

Login with:

amina@icermali.org IUniversity of Maryland Baltimore v
| Login |
madams@medicine.umaryland.edu
kadia.ongoiba@gmail.com
C 9 @g Login with:
[\/anderbilt University l v ‘

jose.pedro.qgil@ki.se

anders.bjorkman@karolinska.se

Login with:
IKaroIinska Institutet ] v ‘

' Login |




Virtual Organization - Identity consolidation

The State University of

New York, Binghamton Karolinska Institutet
Jose Pedro Gil Jose Pedro Gil

Universidade de Lisboa
Jose Pedro Gil

B Organizational Identities

cwhalen@icermali.org (eppn)
cwhalen@nih.gov (eppn)

Christopher Whalen (23) National Institute of Allergy and Infectious Diseases CWHALEN®@nih.gov (eppn)
cwhalen@iceruganda.org (eppn)
nihcwhalen@yahoo.com (eppn)




Demo: Landing Page for the SharePoint
server in Mali

B IBRSP SharePoint Develo; X

€« < C == ‘ﬂ spdev.iceruganda.org/_layouts/15/start.aspx#/SitePages/Home.aspx

Signin  $F

BROWSE PAGE PUBLISH

| Home

IBRSP SharePoint Development System

SAML Claims

Welcome!

This development SharePoint system hosts the following projects:

International Biomedical Research Support Program (IBRSP)
TODO: blurb

African Centers of Excellence in Bioinformatics (ACE)

The African Centers of Excellence in Bioinformatics program leverages an existing African Centers of Excellence program in Mali a
empowers African researchers to utilize computing resources and perform advanced biomedical data analysis, while creating an i

Centre Universitaire de Recherche Clinique (UCRC) de I'USTTB

La vision de I'UCRC est de devenir un centre international d'excellence en recherche clinigue en Afrique de I'Ouest, qui aura pour
des normes internationales, le renforcement des capacités de recherche et de formation.

The vision of the UCRC is to become an international center of excellence in clinical research in West Africa, whose mission is to i
strengthening research capacity, and training.




Connect to the SharePoint collaboration
platform in Mali

B Home Realm Discovery X

€« > C == ’ﬂ adfs.icermali.org/adfs/Is

IBRSP SharePoint 2013

. S Please choose how to login
Select the institution that you use for ’

your Identlty Enter your organization's name

IcER - Mali

Allow me to pick from a list




The SharePoint server sends your web
browser to your chosen institution’s

authentication server

Enter your username and password —
or it can support any enhanced
authentication your institution requires

P opeca | - D oper | 5
B Yahoo - login x |+ = B Web Login Service x |+ =
L 4

<« C = |8 yahoo.com L J <« C = @ icermali.org

YAHOO’ Help

nih-niaid-icer-uganda-
fsdev.cirrusidentity.com YAHOOQO!

Sign in to nih-niaid-icer-uganda-
fsdev.cirrusidentity.com

with your Yahoo ID . .
o Sign in
Login to NIAID ICER-Ma
= add Federation Gateway
> Forgot
Username orgot your pa !
m e
[ Stay signed in Forgot your ema Password

[ pon't Remember Login

[ clear prior granting of permission for
r f your information to this




Release of your information to the Service
Provider (the Mali ICER SharePoint server)

-]
L 4

+

icermali.org

You are about to access the service:
NIAID ICER-Mali Federation Gateway of
National Institutes of Health

Description as provided by this service:

Requests and obtains identity assertions on behalf
of Windows-based web applications at the NIAID
ICER in Mali

Additional information about the service

Information to be Provided to Service

displayName Christopher J. Whalen
eduPersonPrincipalName cwhalen@icermali.org
eduPersonScopedAffiliation member@icermali.org
givenName Christopher

mail cwhalen@icermali.org
sn Whalen

Data privacy information of the service

The information above would be shared with the service if you proceed. Do you agree to release this
information to the service every time you access it?

Select an information release consent duration:
O Ask me again at next login

« Iagree to send my information this time.
® Ask me again if information changes

« I agree that the same information will be sent automatically to this service in the
future.

O Do not ask me again
« I agree that all of my information will be released to any service.

This setting can be revoked at any time with the checkbox on the login page.




SharePoint collaboration platform for protocols
and investigators at the Mali Faculties of
Medicine and Pharmacy

o - oEEE

B African Center of Exceller X ‘ ar =
&

ACE-Mali Home # EDIT LINK

African Center of Excellence in Bioinformatics - Mali

Home Get started with your site  remove mis




Document tracking and versioning with Audit
Trails and access controls

e https://ecollab.niaid.nih.gov/sites/ocich/datafax/SOPs/Forms/Allitem © ~ & < SOPs - All_Documents
Ty ICRDS (2) Annual Report BCBB-ACE M Belkaid-whalen Home - IBRSP Home - OCICB iCRDS 2] Kikk 2] NIH-AD &|RDCT-EC2 VOs v 2] MY NIAID &» ITSM-IBRSP

Library Tools

Whalen, Christopher (NIH/NIAID) [C] ~

Site Actions ~ R IR Documents Library

A
[ ,v International Clinical Research Data Services (ICRDS) Team » SOPs » All_Documents Z
q p Documentation of routine business processes in the quest for standardization. ILikelt  Tags &
Notes

Home BCCMP  CEM DF_Training_Materials mSource OpenClinica Software Search this site... yel O
Ticketing System [ Type Name Subject Ver(sion) SOP_Type Author  Editor Approval  Prog Mgr Approval  Notes Checked Out To
= lanay Sent Count= 38 Count= 38 Count= 1

IE_EI Example - do not delete doc title or description (as opposed to 0.1 Cindy testing testing testing Lassnoff, Cynthia (NIH/NIAID) [C]
Documents filename)
Best_Practices & iCRDS SOP Tracker === SOP TRACKER === 21Apr2015 -- MichaelH CE = clinical environmental

. monitoring service
DFusers_Listserv DF = DataFax
IT =1IT

Form_Templates OP = operational
Harmony_Warehouse ﬁ SOP-CE001 Data Loggers Calibration Management v01.0 Data Loggers Calibration Management 1.0 CE Kathy MichaelD
Manuals

@_] SOP-CE001 SOP Data Logger Calibration Management v01.0 Data Loggers Calibration Management 1.0 CE Kathy MichaelD
Misc_Shared_Docs i

@J SOP-CE002 Monitoring Program v01.0 Monitoring Program 1.0 CE Brian MichaelD
Newsletters
] E SOP-CE002 Monitoring Program v01.0 Monitoring Program 1.0 CE Brian MichaelD
P DT ean '@ ig.?{,ifcgi gataFax Setup Setup, Validation and Change Setup, Validation and Change Control 1.0 DF MichaelH MichaelD
R+SAS+CDISC B - -

\E_] SOP-DF001 DataFax Study Setup, Validation and Change Study Setup, Validation and Change 1.0 DF MichaelH MichaelD
SAS_Studies Control v01.0 Control
Server_Status_Rpts \E_] SOP-DF002 DataFax Study Migration v01.0 DataFax Study Migration 1.0 DF MichaelD MichaelH
Site Pages a0 SOP-DF002 DataFax Study Migration v01.0 DataFax Study Migration 1.0 DF MichaelD MichaelH
SObs L@J SOP-DF003 Data Importations using iDataFax v01.0 Data Importations using iDataFax 1.0 DF MichaelD MichaelH
Staff_Training_Recs . . . .

ﬂ SOP-DF003 Data Importations using iDataFax v01.0 Data Importations using iDataFax 1.0 DF MichaelD MichaelH
Study_Docs

. \E_] SOP-DF004 DataFax Disaster Recovery and Backup v01.0 Disaster Recovery and Backup 1.0 DF MichaelH MichaelD
Training_Logs
e SOP-DF004 DF Disaster Recovery and BackupRest v01.0 i o Mi IH Mi I

Training_Modules ‘@ isaster Recovery and BackupRestore g:essatztrir Recovery and Backup 1.0 DF ichael ichaelD v

Validation Docs @ £ON_NENNE Nat2Eane Ctuache Archinel 01 0 NabaCase Chiachs Archivial +n nc Minhanln Mickaalu



Why NREN ldentity?
Why not Google, Facebook, Yahoo!,

Twitter..?

Interfederation Research Participants (eduGAIN via InCommon, Canarie, etc.)
are responsible for investigating and compliance with international privacy

law of the countries where research occurs or research subjects reside - Susan
Blair, Chief Privacy Officer, University of Florida, Internet2 Global Summit 2015

* Google Policy: “Information we collect when you are signed into Google, in
addition to information we obtain about you from partners, may be
associated with your Google Account. When information is associated with
your Google Account, we treat it as personal information.”
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