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- EuroCAMP Istanbul
2011 — A

Terena
EuroCAMP

» Building Federated Identity

Infrastructure 3-Day Event

» simpleSAMLphp IdP
» Shibboleth SP
» JANUS for Metadata Management

» 19 Participants / 9 countries
» Armenia
» Azerbaijan
» Belarus
» Estonia
» Lithuania
» Moldova
» FYR Macedonia
» Serbia
» Turkey

.l A
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2011-2012
LITNET builds
test federation

e|dentity provider (LDAP)

eDiscovery service

eSingle Signh On

U U 2 S N

eService provider

5
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LITNET FEDI
member of
eduGAIN
since 2014

LITNET way to eduGAIN
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Members Joining Tools

> Membership and status

Quick filter

Policy framework Operations  Support Wiki Main webpage

| 8 Participants (73) & Voting-only members (1) B Candidates (7)
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Participants

AAF(Australia)
AAI@EduHr(Croatia)
AAIEduMk(North Macedonia)
ACOnet Identity Federation(Austria)
AFIRE(Armenia)

ARNaai(Algeria)

ArnesAal Slovenska izobraZevalno

raziskovalna federacija(Slovenia)

Belnet Federation(Belgium)
BIF(Bulgaria)

Canadian Access Federation(Canada)
CAFe(Brazil)
CAFMoz(Mozambique) £
CARSI(China)

COFRe(Chile)
COLFIRE(Colombia)
CSTCloudFederation(China)
CyNet Identity Federation{Cyprus)
DFN-AAI(Germany)
Edugate(Ireland)

edulD.cz(Czech Republic)
eduld_hu(Hunaary)

Europe

M Participants M voting-onty Il Candidate

LITNET FEDI

Area served
Lithuania

General

eduGAIN declaration
version2 signed on :2014-08-27
see the scan

eduGAIN declaration hardcopy received version
2

Federation page

http://fedilitnet.It/
Contact email
fedi@litnet.It
Security contact
mail: cert@litnet.lt (preferred)
phone:+37037300645
url: https://cert.litnet.lt
5G delegate
Aurelija Gefeniené
S5G deputy
Kestutis Paulikas
Policy
httpe//fediditnet.lt/doc/LITNET FEDI policy EM.pdf

Supplied English version of the Policy
yes

www.litnet.It
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2017 — e 2 Single Sign-On hosts
‘lTNET FEDI e |nstitutional IDPs
dentity _ .
federation e Discovery service
expands e Federation as a Service (GEANT)

e Metadata registry for IDM/SSO as a Service

e Cron for metadata refresh

e Multiple SPs

LITNET way to eduGAIN 2021-12-08
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LITNET FEDI growth

70 Service Providers Progress

60
20
40
30
204
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1-ngn-2t}1 0 1-Jan-2011 1-Jan-2012 1-Jan-2013 1-Jan-2014 1-Jan-2015 1-Jan-2016 1-Jan-2017  1-Jan-2018 1-Jan-2019  1-Jan-2020  1-Jan-2021 1-Jan-
2022
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eduGAIN and national federation entities

* eduGAIN * LITNET FEDI

23 |dentity Providers
'8 Service Providers
0 Identity/Service Providers

28 |dentity Providers
37| Service Providers
0 ldentity/Service Providers

LITNET way to eduGAIN 2021-12-08 ‘ 8
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Key factors to
LITNET FEDI
SUCCEeSS

LITNET way to eduGAIN 2021-12-08 ‘ 9
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Staff with LIHUXA

relevant skill set . -8

and NREN own o

infrastructure s?r?1pIeSAMLphp

Shibboleth

SAML 2.0 protocol

LITNET way to eduGAIN
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Useful links:

Read and e https://wiki.eeant.org/display/eduGAIN

Lea rn e https://wiki.geant.org/display/eduGAIN/Tools+and+Services

* https://technical.edugain.org/

e https://wiki.geant.org/display/eduGAIN/IDP+Attribute+Profil
e+and+Recommended+Attributes

e https://wiki.refeds.org/
e https://discovery.refeds.org/guide/

e https://attribute-viewer.aai.switch.ch

e https://attribute-viewer.aai.switch.ch/interfederation-test/

PranesSimo pavadinimas, sudarytas i$ keliy Zzodziy 2021-12-08 ‘ 11



https://wiki.geant.org/display/eduGAIN
https://wiki.geant.org/display/eduGAIN/Tools+and+Services
https://technical.edugain.org/
https://wiki.geant.org/display/eduGAIN/IDP+Attribute+Profile+and+Recommended+Attributes
https://wiki.refeds.org/
https://discovery.refeds.org/guide/
https://attribute-viewer.aai.switch.ch/
https://attribute-viewer.aai.switch.ch/interfederation-test/
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* |dentity federation website

= EE t. +370 37300733 & fedi@litnetic
[ ] LI I “ Lietuvos mokslo ir _
NET studijy institucijy NEWS ABOUT LITNET FED HOW TO JOIN PARTICIPANTS ~ INFORMATION ~ LINKS =
a rI — kompiuteny tinklas
I I FEDI

information

SEARCH

About LITNET FEDI

by LITNET FEDI to 3ny participant institution: METADATA URL

) LITNET FEDI metadata
cess management https://fedi.litnet.lt/metadata/1
narement: itnet.xml

LITNET way to eduGAIN 2021-12-08 ‘ 12
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* WIKI page with technical configuration and tips

Technical

| . LITS
instructions X

_NET

Pagrindinis puslapis

Maujausi keitimai

Alsitikiinis puslapis

Smélio déZa

Pagalba

Irankiai

Susije puslapiai
Susije keitimai
Specialieji puslapiai
Versija spausdinimui
MNuplatiné nuoroda
Puslapio informacija

LITNET way to eduGAIN

for IT admins

Kategorija Aptarimas

Kategorija:SSO

Puslapiai kategorijoje ,SSO“

Rodoma 11 ios Kategorijos puslapiy (i% viso kategorijoje yra 11 puslapiy).

A
« Auth MemCookie SP [diegimas

« Mod auth mellon diegimas ir konfigravimas

5

« Shibboleth automatinis metaduomeny atnaujinimas (SP)

Prisijungti
Skaityti  Zioréti koda  Istorija  |leSkoti Q

(@) Pagalba

Shibboleth paslaugos (SP) diegimas ir konfigravimas
SimpleSAMLphp automatinis metaduomeny atnaujinimas (IdP + SP)
SimpleSAMLphp Discovery serviso konfigiravimas
SimpleSAMLphp paketo diegimas

SimpleSAMLphp paketo versijos atnaujinimas

SimpleSAMLphp paslaugos (SP) konfigiravimas

SimpleSAMLphp tapatybés tiekéjo (IdP) konfigdravimas

580

2021-12-08 13
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* Email request tracker system for providing user
support

P rOVI d N g user 310879 Federation member has been modified new HEHES Mobody High

federacija
=noreply@itnet. faas geant.org= 6 days ago 23 hours ago
support system | . .
p p y 310882 Provider has been modified new fokoracia Mobody High
fo r Q& Q =noreply@itnet fags geant.org= & days ago 23 hours ago
. : LITHNET i
311329 Provider has been modified new fedaacia Mobody High
=noreply@iitnet. faas geant.org= 5 days ago 3 hours ago
311332 Federation member has been modified new LITHET Mobody High
federacija =
=noreplyi@litnet. faas geant.org= 5 days ago 3 hours ago
312349 User registration request new kggiirija Mobody Low
=noreply@iitnet. faas . geant.org= 3 days ago 5 hours ago
312460 User Registration new ?ggzja Mobody Low
<noreply@iitnet. faas. geant.org= 3 days ago 3 hours ago

LITNET way to eduGAIN 2021-12-08 ‘ 14
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* VVarious communication tools for group

Communication messages for IT admins for quick questions

between IdP
admins

LITNET way to eduGAIN 2021-12-08 15
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(1] -] Davaloper Tosks - hitpsaitwiklshibboleth net/confluance/dashboard action |
® O Bements  Metwork  Sources  Timeline  Poafiles  Resources  Aodits Console | SAML oraz| = |
Clear kg Hequesl  Aespanse | SAML
[Method AL .

BET nttpa:iwis.shibbolesn nevicanfluencahibnoesh, 55 <samlprluthoRequost

AMLaH; BaRl =" Urnzcasie nanes;

FHAML: R - O:pratasal ®

GET mttpa:iwii shibtoletn nevshibooletn-spimain. 55 AsscrtionConsumerServicalRl="httpa: ahibboleth. net/contluence/Shibbolebh. neod SANLE S
GET filipahibbeleth, nebirageshibeleth_oge.ang Daptination="httpa: fJidp, protestnetwock, oog fproteckoetuork-1idp/prof 11e/SRELY FRmdd reot 550
ID=" a73k450465E1000eRARG400AI 3624001
GET Attgswi shibboiet. nettavi con.ise IsmueInztant="Z015-10-22T1685% 154 . ] -
e ’ waiﬂincs_n;-'--tlu:c--ﬂih:ﬁarxut rnoz-extension:/fc8219607- e 739-40e 5- b2 00-f547df4315 - Trace Window - Mozilla Firefox — *

GET mttps: il shibboiesn nevicanfiuencesShinnoiem 5o itk i

& Export & Import

GET . snlostsanl="urn:casisznazes:y
z kg op peckeC Tt orcarml e Iekvca 1 i i s GET ity fickp moo-archive rlimodule phpfcoredoginuserpass ph?AuthStates_De8672e1 020 TEd35a0TE30921 31 5a08bhe 3508047 %3 Akttns% 343 2F % 2Fidp.mc *

<saslp: BaneidPalley

IssueInstant="2618-82-27T721:28:307"
Destination="https:sfengine.openconext.moo-archive.nlsauthenticationsspsfconsume- assertion”
InkesponseTo="(0RTOZSCE 88 74blabTez4 7340 e3c8ebl7aca3faama 2o

»

GET ntipsiico. protecinatwerk org protectnetwa | do'g) N lowCrearan® 1t s GET https:/idp.moo-ar chive.nlfavicon.ico
POST  nfips:!/wikishbzolesn, nevioonfiuanon'St 5ol </nnnlp: ] ! )
P TR . = : POST hittps: iicp moo-archive nlimodule phpiconsentigetconsent phpvStateld=_9e867 281 f02ce7Bd38ad 763921 31 Sal8bbe 3506007 % 3N pe % 349 2F % 2Fidp moo-
. g Rt R ahibhoteth necnflieroe/SHibnotem 4 bt fidp moo-archive nlimodule phplconsentiysteonsent php?Statelde_9s867 261 f020eTB38a0763921 31 5208khe 3506007 % 3ApS% 3456 2F % 2Fidp moo-
GET nitpet ikt ahibboletn. revcanlluencaShbnolet &
GET ntips:wik shibboiesn, et
= & GET https: farofile openconesxt moo-archive.nlf
GET fittps:Mwiss shibbolesh reviconfiuenos
GET niltpe ikt shibboleth, neticanil Lenca! GET hittps: darofile openconesxt moo-ar chive nlfortsfontawesome-webfont weoff27v=4.4 .0
GET htipe:tiwic shibboesh. reviconlluencaidasnboard, s
Erats i S S k4 1dEd I GET https: iE-edoe-chat facebook comfpull?channel=p_1 8373555408 zeg=1 05&partition=-2&clientid=7 21351 22&ch=6veb&idle=1 51 Sgp=y&cap=08&p ezhiizg=
¥ frpeid sttt neticanfipocen 41 GET bt (0 cliert-channel google comicisnt-channelichannelbind?clype=calendar dyses sionidecaK SiQUEEYGLUIRYY G5 JndUTkkzF 28 VER=82RID=rpcaSiD: v
GET it wind shibboleth, ret/canfivencss'dd1dfod 36 —
BET  hlgpessiwik ehibboieth, reticanfluepoaisidd 1 dEcdgE| AP (RTEIEES el
aIT i e i 2 csamlp:kesponse xmlns:samlp="urn:oasis:names:tc:SadL:z.@:protocol”
nitge: i shibo'een nevoniuencalsian G5/57T8 xmln ="urn:oasis:names:tciSanL: 2.8 assertion”
GET At wik shibboiesh, revcanflucnon'sfen GRGTE ID="_f3@aefE3caR3cdeTenceszdeb 7149 811edf 2eef aea"
wersion="z.8"
GET hitpa:Vwist shibboieth netfcanfivences/dfEeaSa2 )

<saml:Issuer:https: ffidp.moo- archive.nly/samlz/idp/metadata. php«/saml: Issuer:
cisisignature xmlns:ds="http:/fwww w3, or g, mae /a3 xmlds g
cds:signedInfor
cds:CanonicalizationMethod algorithm="http: /.3, 0r g/ m0081,16 xml- exc- c1n#"
cds:Signaturerethod algorithm="http:/fwww.w3.org/ 2861 /84 xmldsig- mor e#rsa- shazse"
cds:iReference URI="# f30eEe5C508zederedeeszdo h71450811edf 2eefaea"s
cds:Transforms:
cds:Transform algorithm="http: /fwww. w3, orgs 2008 /a9 xmldsigkenveloped- signature”
cds:Transform algorithm="http: 7 fwww. w3, org/2861,16 fml- exc- c1ang"
fds:Transforms:
cds:DigestHethod algorithm="http:/fww.w3.orgf208l /a4 xmlenc#shazse”
<ds:pigestvaluer vuhteTPhz1sAquemctsiniml sz veacpTSoess=« /ds:Digestvaluer
<fds:Rreferences
<fds:signedInfor

cds:Signaturevalues caDhnd+655 /WU IDW+SEMT 2 diwdbO 7 8003 ReKFIUES IMTE DL DS KW 7L adG 03 12 2760 0quwzG LU adeDeWG N 70 g1 r EHOS 15 e dH D st 1t yoZPE
ras2la0]Ft SxsC Ik ThANRIZULOS K MTEY MWETkFEFaERedn S XEL+Z 84 7Ir Skollhr RrwmdJEFE Y24 T a6 TTH JCK 0EOTIDI1 2emmocixFmk J 846N ge s 601
SalypiHIETSolwz+05K 1S 10l IZr s pp7at pesr 2pucd S Igps SrivsUebogH +0 g5 11 96+0qpa 205 JInmut RAPO3 11uwAwgINHEDEW Sol mTPmd == fds : Signaturewalue:
cds i KeyInfor
<ds 1xEESDatax

cdsixEasCertificates MITGH I CCEAREMNIEASTEAT ANESk ahk 16 SwE BA0 5 FADCET TELMAKG ALUEEBhME ThwF TATEEN VEASTOF DL #W0T 56 95 biG F U ZDE SMEAG A1UE ExMI UG 1abm
56 requests received (36 hidden)

LITNET way to eduGAIN 2021-12-08 16




L I T h) Lietuvos mokslo ir
N ET studijy instituciy .
—_ kompiuteriy tinklas www.litnet.lIt

* https://technical.edugain.org/monitoring

<66piﬂg your * Zabbix for monitoring
federation * Warn your user institutions
nealthy and

stable

17
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* Filesender - for large files transfer

* Nextcloud/Owncloud - for storage, sync and share

Offer attractive

* Moodle - virtual learning environment

SerViceS to * Library resources
users e Personal certificates
e SSOaa$S
* |IDMaa$S

* laaS on Openstack
e CaaS on Kubernetes
 CERT services

e Other ideas welcomel!

LITNET way to eduGAIN 2021-12-08 ‘ 18
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“JeduGAIN 2 REFEDS

tic

Trieste, Italy | 13=17 June 2022

Be part of T&l
community

GEANT TF and SIG mailing lists
https://lists.geant.org/sympa/lists

LITNET way to eduGAIN 2021-12-08 19
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Thank youl!
Any questions?

leva Muraskiené

ieva@litnet.It
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